Mpunoxexne N 2
MHPOPMALIMOHHAA MNAMATKA
and obyY4YALRLWUXCA onAd PASMELLEHUA
HA OPULUUATIbHbIX UHTEPHET-PECYPCAX

C kaxablM rogomM MOMoOEXN B MHTEPHETE CTaHOBUTLCA Bornblue, a LWKOMbHUKKA O4HU U3
caMblX aKTUBHbIX nornb3oBaTtenen PyHeTa. Mexay TeM, NnOMMMO OrpOMHOrO KOnnyecTsa
BO3MOXHOCTEN, MHTEPHET HeceT M npobrnembl. OTa nNamdatka AOoSmKHa NomModb Tebe
6e3onacHo HaxooMTbCA B CETW.
KomnbloTepHble BUPYChI
KoMnbloTepHbIN BUPYC - 3TO pa3HOBUAHOCTb KOMMbIOTEPHbLIX NPOrpaMm, OTIIMYUTENBHOMN
0COBEHHOCTbID KOTOPOW ABNAETCS CNOCOBHOCTb K pasMHOXeHuto. B gononHeHue kK
3TOMY, BUPYCbl MOTYT MOBPEAUTb UIM MOSMTHOCTBIO YHUMTOXUTbL BCe dpannbl U AaHHble,
NOOKOHTPOSbHbIE MOMb30BaTEN, OT UMEHM KOTOPOro Obinia 3anylieHa 3apaxeHHasi
nporpaMmma, a TaKke MNOBpeauTb WUNN AaXe YHUYTOXUTb OMepauuoHHY CUCTEMY CO
BCEMU harnamum B Lenom. B BonbLUMHCTBE CrnyyYaeB pacnpoCTPaHSTCA BUPYChl Yepes
NHTEpPHET.
MeToab! 3amTbl OT BPELOHOCHbIX NPOrpamMm:
1. icnonb3yn coBpeMeHHble onepauyoHHble CUCTEMbI, UMEIOLLNE Cepbe3HbI YPOBEHb
3alnTbl OT BPEAOHOCHLIX Nporpamm;
2. lNocTosiHHO ycTaHaBnMBan nayTu (UMpoBblie 3annaTky, KOTOpble aBTOMaTUYeCKu
yCTaHaBMMBAKTCA C Lenblo JopaboTku nporpaMmmbl) U gpyrme OGHOBMEHUS CBOEMN
onepaumoHHon cuctembl. CkaunmBam nx ToNbkO C oduuManbHOro canTta paspaboTymka
OC. Ecnu cywectByeT pexxmm aBToMatuyeckoro 06HOBMEHWS, BKIOYM €r0;
3. Pabotam Ha cBoeM KOMMNbIOTEPE NOA MpaBaMu nMonb3oBaTend, a He
agMuHUCTpaTopa. OJOTO He no3BONUT  OGONbLUMHCTBY BPEOOHOCHbLIX  MpOrpamm
WHCTannMpoBaTbCs Ha TBOEM NePCOHANIbHOM KOMMbIOTEPE;
4. Vicnonb3y aHTUBUPYCHbIE NMPOrpaMMHble NPOAYKTbl M3BECTHbLIX NPOU3BOAUTENEN, C
aBToMaTu4yeckum obHoBneHnem 6as;
5. OrpaHuyb msnyecknin JOCTYN K KOMNbIOTEPY ANA MOCTOPOHHUX NULL;
6. Vicnonb3yin BHeLWHWe HocuTenn nHopmMauum, Takue Kak pnewuka, guck unm damn ms
WHTEPHETAa, TONbKO U3 NPOBEPEHHBLIX NCTOYHUKOB,
7. He oTKpbiBa KOMMbIOTEPHbIE (hawnrnbl, MNOSIyYEHHbIE U3 HEHaOEeXHbIX UCTOYHUKOB.
[axe Te cpannbl, KOTOpbIE NpUCMan TBOW 3HAKOMbIW. Jlyylle yTOYHW Y Hero, oTnpasnssn
nn oH Tebe nx.
Cetn WI-FI
Wi-Fi - aTO He B nepegayn gaHHbIX, HE TEXHONOMMS, a BCEro nuib bpena, mapka. Ewe
B 1991 rogy HuagepnaHackas komnaHwus 3apernctpuposana 6peng "WECA", uyt0
obo3Havano cnosocoyeTaHne "Wireless Fidelity", koTopbin nepeBoaMTCA  Kak
"GecnpoBogHas TOYHOCTL".
[o Hawero BpemeHun powrna gpyras abbpeBuaTypa, KOTOpas SABMSETCS TaKOW Xe
TexHonornen. 3to abbpesmnatypa "Wi-Fi". Takoe Ha3BaHune GbINO JAaHO C HAMEKOM Ha
CTaH4apT BbiCclen 3ByKOBOW TexHukM Hi-Fi, 4To B nepeBoge oO3HayaeT "BblCOKad
TOYHOCTBL".
[a, 6ecnnaTHbI MHTEPHET-AOCTYN B Kade, OTENsAX U aspornopTax SBMASETCA OTSINYHON
BO3MOXHOCTbIO BbIXO4a B WHTEPHET. Ho MHOorme akcnepTbl CyYMTalT, YTO
obwenoctynHole Wi-Fi ceTn He aBns0TCA 6e30nacHbIMM.
CoseTbl No 6e3onacHocTn paboTbl B 06LeaocTynHblx ceTsax Wi-fi:
1. He nepepaBaii cBo nu4Hyto MHopmaumio 4vepes obuwepoctynHole Wi-Fi ceTu.
PaboTas B HUX, )xenaTenbHO He BBOAMTb NapOnn AOCTYNa, JIOMMHbI U Kakne-To HOMepa;



2. Ncnonb3yn 1 O6HOBNAN aHTMBUPYCHbIE NporpamMmmbl U 6paHgmayep. Tem cambiM Tbl
obe3onacuulb cebsi OT 3aKkaykm BMpyca Ha TBOE YCTPOMCTBO;

3. Mpwn wucnonbsoBaHum Wi-Fi oTknoun dyHkumo "O6wmin goctyn Kk charnam wm
npuHtepam". [aHHas QYHKUMA 3akpbiTa MO YMOMYaHUK, OOHAKO HeKoTopble
nonb3oBaTeNN aKTUBMPYIOT ee Ang yaobcTea ncnonb3oBaHus B pabote nnm ydebe;

4. He wncnonb3yn nybnuunbin WI-FI ana nepegaynm nNUYHbIX OaHHbIX, Hanpuvep Ans
BbIXO4a B couunarnbHble CETU UMK B 3NIEKTPOHHYIO MOYTY;

5. Mcnonb3y TonbKko 3alumileHHoe coeanHeHune yepe3 HTTPS, a He HTTP, 1.e. npu
Habope Beb-agpeca BBOAW MMEHHO "https://";

6. B wmMobunbHoM TenegoHe oTkmoun  pyHkuuo  "lMogknoyveHme Kk Wi-Fi
aBTOMaTu4eckun". He gonyckan aBToMmaTU4eCKoro NnogkroyeHus yctponcraea k cetsam Wi-
Fi 6e3 TBoero cornacusi.

CoumanbHble ceTu

CoumanbHble CeTU aKTUBHO BXOAAT B HALUY XXM3Hb, MHOTME Ntoan paboTatoT 1 XUBYT TaMm
NocTosiHHO, a B Facebook yxe 3apeructpupoBaH mMunnuapg 4YerioBek, 4TO SABMseTcs
OJHOW cedbMOW Bcex »utenewm nnaHeTtbl. MHorMe nonb3oBaTenu He NOHMMAIT, 4YTO
MHpopmauusa, pasmelleHHas UMW B coumanbHbIX CETAX, MOXET OblTb HangeHa wu
MCnonb30oBaHa KeEM YrogHo, B TOM Yucne He obsa3aTenbHO ¢ 6narmmm HaMmepeHNaMM.
OcHoBHble coBeTbl N0 6e30NacHOCTM B COLMArbHbIX CETSX:

1. OrpaHnyb cnucok apysen. Y Teba B Apy3bsaX He OOMKHO ObiTb CrnyvarHbIX U
HEe3HaKOMbIX TIOOEWN;

2. 3awmuian cBOK YacCTHYH XM3Hb. He ykasbiBan naponu, tenedoHbl, agpeca, gaty
TBOEro pPOXAEHUS W  APYrylo JNUYHYKD UHAGOPMaUMO.  3MOYMbIWMAEHHUKN  MOTyT
MCrnonb3oBaTbh Adaxe WHoOpMauui O TOM, Kak Tbl M TBOW PpoOOAUTENU NraHupyeTe
NPOBECTU KaHWUKYIbl;

3. 3awmuan ceoK penyTaumio - AepXun ee B YACTOTe 1 3afaBan cebe BOMpoc: XoTen
Obl Tbl, YTOObLI Apyrve nonb3oBaTeny BUAENM, YTO Thl 3arpyxaewb? [Nogyman, npexae
4YeM 4YTO-TO onybnMKkoBaTb, HAaNUCaTb N 3arpy3nThb;

4. Ecnu Tbl roBOpuLb C JNIOABMU, KOTOPbIX HE 3Haellb, HE UCMNOSb3yh CBOE pearibHoe
UMS 1N OPYTYHO NMYHYO MHOPMaLUN: UMSA, MECTO XUTENbCTBA, MECTO y4ebbl 1 Npo4ee;
5. N3beran pa3smelueHuns dotorpacduin B IHTEpHETE, rae Tbl N300paXKeH Ha MECTHOCTH,
MO KOTOPOW MOXHO onpeaenuTb TBOE MeCTOMONOXEHWNE;

6. MNpu pernctpaumn B coumanbHOM ceTn HeobXxoaUMO UCNOMb30BaTh CNOXHbIE NMNAapPOsN,
cocTosLwme n3 BykB U undp 1 C KOIMYECTBOM 3HAKOB HE MeHee 8;

7. na coumanbHOM ceTu, NOYTbl U APYrMX canToB HEOHBXOAMMO MCMNONb30BaTh pasHbie
naponu. Toraa ecnu 1ebs B3nOMatoT, TO 3MOYMbILLMEHHUKN NOSyYaT AOCTYN TOMbKO K
OAHOMY MeCTY, a He BO BCe cpaay.

ONEKTPOHHbIE AEHbMN

OnNEeKTPOHHbIE AEHbIMN - 3TO OYeHb yAOOHbIN cnoco® nnatexen, OAHAKO CyLeCTBYHOT
MOLLEHHUKW, KOTOpble XOTAT NOMy4YnTb 3TN AEHbIN.

OnEeKTPOHHbIE AEHbIM NOSBUIIMCb COBCEM HEAABHO M MMEHHO M3-3a 3TOr0 BO MHOIMX
rocygapcreax 4O CUX NOpP He MPOMMCcaHo NPo HUX B 3aKOHaX.

B Poccuu ke OHM oyHKLUMOHMPYIOT N O HUX YXKe MPOMNUCaHo B 3aKOHe, rae UX pasgensatoT
Ha HECKONbKO BUOOB - aHOHWMHbIE U HE aHOHUMHbIe. PasHuua B TOM, YTO aHOHUMHbIE -
3TO Te, B KOTOpbIX paspellaetca npoBoauTb onepauun 6e3 wnageHtTudmkaumm
nonb3oBatesii, a B HeaHOHWUMHbIX WAEHTU(UKaUUA nonb3oBaTend SABnseTca
obs3aTenbHON.

Takxke crnegyeT pasnuyaTb 3NEKTPOHHble ouaTHble AeHbrMN (PaBHbl rOCYyAapCTBEHHbLIM
BantTaMm) 1 3NeKTPOHHbIE HedmaTHbIe AeHbrM (HE paBHbl FOCYAapCTBEHHbLIM BantoTam).
OcHoBHble coBeTbl No 6e3onacHon paboTe ¢ ANEKTPOHHLIMU AEHbraMM:



1. TpuBsHXKM K cHETYy MOBUINbHBIN TenedoH. ATO camMbli YAOOHbLIN U BbICTPLIM Cnocob
BOCCTAHOBUTb OCTYN K c4eTy. [prBa3aHHbIM TeNedoH NOMOXET, ecnn 3abyaellb CBOM
nnaTeXxHbl Naponb N 3angellb Ha CanT ¢ HE3HAKOMOro YCTPOUCTBA;

2. Vicnonb3yn opgHopasoBble naponu. Nocne nepexofa Ha yCUNEHHYH aBTopu3auumio
Tebe yxe He BygeT yrpoxaTb ONAaCHOCTb KpaXku UIu nepexeaTa nnaTexHoro napons;

3. Bbibepu crnoxHbii naponb. [NpecTtynHukam OygeT He NpocTo yragaTb CIOXHbIN
naposib. HagexHble naponu - 3T0 Naponuv, KoTopble coaepXaT He MeHee 8 3HaKoB U
BKIMOYalOT B cebs1 CTPOYHbIE M MNPOMUCHbIE OyKBbI, LUMAPbLI M HECKOMBbKO CUMBOIJIOB,
TaKue Kak 3Hak gonnapa, yHTa, BOCKNuuaTenbHbli 3Hak 1 T.n. Hanpumep, $tROng!;;

4. He BBOAM CBOM NUYHbIE AaHHbIE HA canTax, KOTOPbIM HE AOBEpSELLb.

OneKTpOoHHada noyra

ONEeKTPOHHas noyTa - 3T0 TEXHOSOMMA U NpeaocTaBiseMble et YCIyru rno nepecoinke u
NOMNyYEHNIO SMEKTPOHHbIX COOOLLEHMI, KOTOpblE pacnpedensTcs B KOMMbIOTEPHOW
cetn. OObIYHO 3MEKTPOHHBIM MOYTOBbLIN  SAWMK BbIFAOUT cnegyowmm  obpasom:
UMS_nonb3oBaTtena@ums_aomMeHa. Takke KpoMe nepenayum NpocToro Tekcta, MMeeTcs
BO3MOXHOCTb nepeagaBaTtb dpaunsibl.

OcHoBHble coBeTbl No 6e3onacHon paboTe C INEKTPOHHOMW MNOYTOMN:

1. Hapo BbIGpaTh NpaBunbHbIA NOYTOBbLIM CepBUC. B MHTepHeTe eCTb OrpOMHbIV BbIGOP
BGecnnaTHbIX NOYTOBbLIX CEPBMCOB, OAHAKO Iydlle OOBEPSTb TEM, KOro 3Haelb U KTO
nepBblf B PENTUHTE;

2. He ykasbiBan B NMYHOM NOYTE NNYHYIO MHopMauuio. Hanpumep, nyywe BbibpaTb
"My3blkanbHbI_(paHaTt@" unu "pok2013" BmecTo "temal3";

3. cnonb3yn AByxaTanHyo aBTopmsaunio. ITO Koraa NoMMMO Maporsis Hy>XKHO BBOAMTb
Kog, npucblinaemoin no SMS;

4. Bblbepn CnoxHbln naponb. [Ona Kaxgoro NoYTOBOro silMKa OOMMKEH ObiTb CBOW
HaOeXHbI, YCTOMYUBBIN K B3NIOMY Naporib;

5. Ecnn ecTb BO3MOXHOCTb HanmcaTb CamOMYy CBOM JfIMYHLIM BOMPOC, UCMOSIb3YyN 3Ty
BO3MOXHOCTb;

6. Mcrnonb3yn HECKONbKO MOYTOBLIX AWMKOB. [lepBbli ONA 4aCcTHOW Nepennckn ¢
agpecaTtamu, KOTOPbIM Tbl JOBepsieLb. OTO 3MEKTPOHHbIM apec He Hago UCMOonb30BaTb
npu pernctpauumm Ha gopymax n camTtax;

7. He oTkpbiBan hannbl 1 gpyrve BROXEHUS B MUCbMax, AaXe eCrnivi OHU Npunv oT
TBOMX ApY3€en. Jlydlle yTOYHU Y HUX, OTNPaBnsnn N oHn Tebe aTn hannbi;

8. lNocne okoH4YaHust paboTbl Ha NOYTOBOM CepBuUCE Nepen 3akpbiTUEM BKMaAKM C
canTom He 3abyab HaxaTb Ha "Bbintn'".

KnbepbynnuHr unu BupTyanbHOe 13neBaTenbCTBO

KnbepbynnuHr - npecnegoBaHve coobLWEHUAMN, cogepXalmmm ockopbneHus,
arpeccuto, 3anyrMBaHue; XynuraHcTBO; coumanbHoe O0MKOTMpPOBaHME C MOMOLLbIO
pasnU4YHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ knbepbynnnHrom:

1. He 6pocanica B 6on. Jlyywmin cnocob: nocoBeToBaTbCs Kak cebsi BECTU U, eCnn HeT
TOro, K KOMy MOXHO 06paTUTbCS, TO BHa4arne ycnokomTbcs. Ecnn Tbl HayHelwb oTBeYaTb
ockopbneHnamMm Ha ockopbneHus, To TONbKO ewe 6onblue pasoxeKellb KOHAMNKT;

2. YnpaBnau ceoeu knbeppenytaumen;

3. AHOHMMHOCTbL B ceTun MHuMMasd. CyllecTBYKOT CNocoObl BbIACHUTbL, KTO CTOUT 3a
aHOHVMHbIM aKKayHTOM,;

4. He cTtonT BECTU XynuUraHckui obpas BMPTYyaribHON XU3HWU. VIHTepHET dukcmpyeT Bce
TBOW OENCTBUSA N COXpaHSAeT nx. YoanuTb nx byaeT kpanHe 3aTpyaHUTENbHO;

5. Cobntogan cBot BUPTYarbHY YECTb CMOSIOAY;

6. WrHopupyn eaumHunyHbin HeratuB. OpHOpa3oBble OCKOPOMTENbHbIE COOBLLEHMS
nyywe urHopmposaTtb. OBbLIYHO arpeccus npekpallaeTca Ha HadanbHOW CTaguu;



7. baH arpeccopa. B nporpammax o6bmeHa MrHOBEHHbIMW COOOLLUEHNAMU, B
coumanbHbIX CeTSAX €eCTb BO3MOXHOCTb OMOKMPOBKM OTMNpPaBKM COOOLWEHUA C
onpeaerieHHbIX aapecos;

8. Ecnmn Tbl cBupgetenb kubepbynnuHra. TBOM AOENCTBUS: BbICTYNUTb MPOTUB
npecnegosaTens, MokasaTb €My, 4YTO €ero [OeWCTBUA OLUEHMBAKTCA HeraTuBHO,
nogaepXxaTb XepTBy, KOTOPOM HY)XXHA MCUXONorndeckasl NoMoLLb, COOBLLNTL B3POCIbIM
0 (paKTe arpeccvMBHOro NOBeAEHNSA B CETMU.

Mo6unbHbIN TenedoH

CoBpemMeHHble CcMapTOHbl M nNnaHWweTbl cogepXaT B cebe BnonHe B3pOCHbIi
dyHKUMOHAr, U Tenepb OHW MOTYT KOHKYpPUpOBaTb CO CTaLMOHAPHBIMU KOMMNbOTEPAMU.
OpHako, cpedcTB 3awWmThbl Ans NOAO6HbIX YCTPOMCTB NOKa OYeHb Masno. TecTupoBaHue
N MOWCK YSI3BMMOCTEN B HUX NPOUCXOAUT HE TaK MHTEHCMBHO, Kak angd MK, To xe camoe
KacaeTca 1 MOOUNbHbLIX MPUITOXEHNIA.

CoBpeMeHHble MObUIbHbIE Bpay3epbl YKe NPakTUYEeCKN AOrHaNM HacTOSbHbIE aHaroru,
O[HaKO pacLumpeHne yHKUMoHana BneveT 3a cobor 60mMbLUy0 CAOXHOCTb U MEHbLLYIO
3aLMLLEHHOCTD.

[laneko He BCe NpPOM3BOAUTENM BbIMyCcKalOT OOHOBMEHMUS, 3aKpbIBaAKOLLME KPUTUYECKME
YySI3BMMOCTU A1 CBOUX YCTPOMCTB.

OcHoBHble coBeTbl Ans 6e3o0nacHOCTU MOBUMNBHOMO TenedoHa:

Hwnuero He aBnseTcs no-HacToswemy 6ecnnatHbiM. Byab oCcTOpoOXeH, Beab koraa Tebe
npegnaratoT 6ecnnaTtHbi KOHTEHT, B HEM MOTYT BbITb CKPbITbI KAKMe-TO NNaTHbIE YCNyru;
Oyman, npexge vyem otnpasutb SMS, poTto nnu Bngeo. Tbl TOYHO 3HaeLb, rAe OHU
ByayT B KOHEYHOM UTOore?

HeobxoamMmMo 06HOBNATL ONepauMoHHY0 CUCTEMY TBOEro CMapTdOHa;

Mcnonb3yi aHTUBMpPYCHbIE NporpamMmMbl Ans MOBUnbHbIX TENEedOHOB,;

He 3arpyxan npunoxeHus OT HEU3BECTHOINO MCTOYHWKA, Bedb OHW MOryT cogepXaTtb
BPeOOHOCHOE NporpaMMHoe obecneveHune;

lMocne Toro kak Tbl BbINAELWb C cauTa, rae BBOAWUIT JIMYHYHO MHOPMaLMIO, 3anan B
HacTponku bpaysepa n yganm cookies;

[Mepuoaunyeckn npoBepsiv, Kakme nnaTHble YCnyru akTMBMpoOBaHbl HA TBOEM HOMEPE;
[aBan cBon HOMep MOBUABHOro TenedoHa TOMNbKO MOAAM, KOTOPbIX Tbl 3HaELUb 1 KOMY
[oBepseLlb;

Bluetooth gomkeH ObITb BbIKNOYEH, KOrga Thl UM He nonb3yelubes. He 3abbiBan nHoraa
NpPoOBEPSATb 3TO.

Online urpbl

CoBpeMeHHble OHMaWH-Urpbl - 3TO Kpaco4vHble, 3axBaTblBaloLWME pasBrevYeHus,
obbeanHsaoLWmMe COTHM ThICAY YernoBeK No Bcemy Mmpy. VIrpokmn nccnenyot AaHHbIA UM
MUp, obLWalTca Apyr C OPYroM, BbINOMHAT 3aJaHud, cpaXaktTcs C MOHCTpamMu U
Nosly4atoT onbIT. 3a YAOBOSIbCTBME OHU NNATAT: NOKYNatoT AMCK, OnfiaynBaroT aboHEMEHT
nUnu npmobpeTarT Kakne-To onuumn.

Bce oTm cpepctBa maoyt Ha noggepXaHue U pasBuUTME UMPbl, a Takke Ha camy
6e30nacHOCTb: COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPM3aLMM, BbINyCKaOTCA HOBbIE NaTyn
(uncpbpoBble 3annaTku Ans NporpamMmMm), 3aKpbiBalOTCH YA3BUMOCTN CEPBEPOB.

B nogo6HbIX urpax CTOMT onacaTbCs HE CTONIbKO CBOMX COMEPHMKOB, CKOSbKO Kpaku
TBOEro naposs, Ha KOTOPOM OCHOBaHa cMcTemMa aBTopm3auum 0onbLUMHCTBA UTpP.
OcHoBHble coBeTbl N0 6e30MacHOCTN TBOEIo UFPOBOrO akKayHTa:

1. Ecnn gpyron urpok Beget cebs nnoxo unu cosgaet tebe HenpuATHOCTU, 3abrokmpym
€ro B CMMCKe UrPOKOB;

2. [lloxanynca agmuvHUCTpaTopam Wrpbl Ha nfoxoe MoBefeHNe 3TOro Urpoka,
XenaTtenbHO NPUMOXUTb KakMe-TO JoKasaTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBan nuyHyo nHopmaumo B npodanne urpbl;



4. YBaxawn gpyrux y4aCTHUKOB MO Urpe;

5. He yctaHaBnuBaun HeoduumarnbHble naTyn n Moabl;

6. cnonb3ywn cnoxHble 1 pasHble naponu;

7. Jaxe BO BpeMsA Urpbl HE CTOUT OTKMNKOYaTb aHTMBMpYC. [1oka Tbl urpaewsb, TBOW
KOMMNbIOTEP MOTYT 3apasuThb.

OULLIMHI UK Kpaxka NIMYHbIX AaHHbIX

OOGblYHON Kpaxen OeHer U [AOKYMEHTOB CErofHs YXXe HUKOro He YAMBULLbL, HO C
pas3BUTUEM WMHTEPHET-TEXHOMOMM 3IOYMbILUNIEHHUKA NEPEMECTUNNCL B UHTEPHET, U
NpoaosmKarT 3aHMMaTbes "nobumsiM" genom.

Tak nosiBMNacb HoOBas yrpo3a: UHTEPHET-MOLLEHHMYECTBA UNU OULLKHT, rMaBHasi Lesb
KOTOPOro COCTOUT B NOSTy4EHUN KOH(PUAEHUMANbHbLIX AaHHbIX MOMNb30BaTenen -rornHoB
n naponen. Ha aHrnunckom a3bike phishing untaetca kak douwuHr (ot fishing - peibHas
noens, password - naponsb).

OcHoBHble coBeTbl No 6opbbe ¢ pULMHIOM:

1. Cnegn 3a cBouMM akkayHTOM. Ecnn Tbl nogospeBaellb, 4TO TBOS aHkeTa Obina
B3riOMaHa, To HeobxoamMmo 3abnoknpoBaTb ee U coobLWMTb agMMHUCTPaToOpaM pecypca
00 3TOM Kak MOXHO CKopee;

2. Wcnonb3yn 6esonacHble BebG-calTbl, B TOM 4uCMe, WHTEPHET-MarasuHoB W
NMOWUCKOBbIX CUCTEM,;

3. Vicnonb3yn crnoxHele 1 pasHble naponu. Takum obpasom, ecnu Teba B3nomatoT, TO
3M10yMbILLIEHHMKM NOSy4aT AOCTYN TOMbKO K OQHOMY TBOEMY NPOU0 B CETU, a HE KO
BCEM;

4. Ecnun T1eba B3nomanu, TO HeobxoaMmo NpenynpeauTb BCEX CBOUX 3HAKOMbIX,
koTopble aobaBneHbl y Tebs B Apy3bsax, O TOM, YTO Teba B3nomanu u, BO3MOXHO, OT
TBOEro MmeHun BygeT pacchbinaTtbCa cnam M CCbiflkM Ha (PULLIMHIOBLIE CanTbl;

5. YctaHosu HagexHbi naponb (PIN) Ha MOBUNbHLIN TenedoH;

6. OTKNIOYKM coxpaHeHune napong B bpayasepe;

7. He oTkpbiBan ghansibl U gpyrue BIIOXKEHUA B NUCbMaXx, JaXe eCcrnn OHU NpuLnu oT
TBOMX ApY3en. Jlydlle yTOYHU Y HUX, OTNPaBnsann fiu oHn Tebe atn hannol.

Lindposas penyraums

Lindbposas penyTtaums - 370 HeratMBHasa UM NO3UTUBHas MHGOpPMauusa B ceTn o Tebe.
KomnpomeTtupyowasa uHgpopmauus, pasMelleHHas B UHTEpPHeTe, MOXeT Cepbe3HbiM
obpa3om oTpasnTbCs Ha TBOEW peanbHon XusHu. "Lincdposas penytaumnsa" - aTo TBOWM
UMUK, KOTOPbIN hopMmupyeTcsa n3s nHpopmaumm o Tebe B MHTEPHETE.

TBOe MeCcTO XuTenbcTBa, Yy4ebbl, TBOe (pMHAHCOBOE MONOXeHWE, OCOBEHHOCTU
Xapaktepa 1 pacckasbl 0 6IM3KNX - BCe 3TO HaKkannmMBaeTCcs B CETU.

MHorne noapoCTKM NErKkOMbICIIEHHO OTHOCATCA K Nybnvkaumm nM4HOM nHdopmauum B
WHTepHeTe, He NOHMMAasa BO3MOXHbIX NOCNeACTBUMI. Thl AaXe He CMOXeLlb AoragaTbCs
O TOM, YTO hoTorpadms, pasmeLlieHHas 5 neT Hasag, ctana NPUYNHOW OoTKasa NPUHATb
Tebs Ha paborTy.

KommeHTapun, pasmelieHve TBOuX oTorpadun wn gpyrme [euCcTBUA MOryT He
MCYE3HYTb Jaxe rnocrie Toro, Kak Tbl UX yAanuuwb. Tbl HE 3Haellb, KTO COXpaHun 3Ty
MHOpMaUMto, Nonana nn oHa B MOUCKOBbLIE CUCTEMbI M COXPaHUMIach fn OHa, a rnaBHoe:
4yTO nogymarT o Tebe Okpyxawlwme nan, KOTopble HaWayT U yBUAAT 3TO0. Hantu
MHOPMAaLMIO MHOIO NIET CNYCTS CMOXET Ntobon - Kak n3 Jobpbix NOBYXAEHUR, Tak 1 C
HamMepeHneM NPUYNHUTL Bped. ATO MOXET OblTb KTO YroAHO.

OcCHOBHbIe COBETbI NO 3aLunTe LMGPOBOKW penyTaunn:

1. Mogyman, npexage 4Yem 4TO-TO Ny6nukoBaTb M nepefasaTb y cebs B 6nore nnm B
coumanbHOW CeTu;

2. B HacTponkax npomnsa ycTaHOBU OrpaHUYeHust Ha NPOCMOTP TBOEro Npoduns un ero
COLEpP>XMMOro, caenamn ero Tonbko "ona gpysen'”;



3. He pa3meLllain n He ykasbiBan MHGPOpPMaLMIo, KOTOpasi MOXET KOro-nnmbo ockopbnsTb
nnm obwmxaTb.

ABTOpCKOE NpaBo

CoBpeMeHHbIe LLKOSTbHUKM - aKTUBHbIE MONib3oBaTeny LMEPOBOro MNpoCTpaHCTBa.
OpHako paneko He BCe 3HaAlT, 4YTO MONb30BaHWE MHOMMMU BO3MOXHOCTAMMU
undgposoromupa TpedyeT cobnioaeHnsa npaB Ha NHTENNEKTyarnbHY0 COOCTBEHHOCTb.
TepmuH "vHTENNekTyanbHass COGCTBEHHOCTb" OTHOCUTCS K PasfMyHbIM TBOPEHUAM
4YenoBeYeckoro yma, HaumHas C HOBbIX M300peTeHMrM U 3HAKoB, 0BO3HAa4aroLLMX
COBCTBEHHOCTb Ha MPOAYKTbl U YCNYrKM, U 3akaHymBasd KHurammu, dotorpadusamu,
KMHOMOMMbMaMn 1 My3blKanbHbIMU MPOU3BESEHNAMMN.

ABTOpCKME npaBa - 9TO nNpaBa Ha WHTENNEKTyanbHYyld COBCTBEHHOCTb Ha
npounsBeaeHNs Haykn, nuTepaTypbl U UCKycCcTBa. ABTOPCKME MpaBa BbICTYNakT B
KayecTBe rapaHTum TOro, YTO UHTENNEKTyanbHbIA/TBOPYECKUA TPYA aBTopa He byaeT
HanpacHbIM, 4acT eMy cnpaBedfiMBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTtax
CBOEro Tpyaa, nolyunTb M3BECTHOCTb U Npu3HaHue. Hukto 6e3 paspelleHnsa aBTopa
HEe MOXEeT BOCMNPOU3BOAUTL €ro npousBedeHne, pacnpocTpaHaTb, nNy6nuyHo
AEMOHCTpMpOBaTb, NpoAdaBaTb, WUMMOPTUMPOBATb, MyckaTb B MnpokaT, MnyGruMyHo
NCNOJSTHATb, NOKa3bIBaTb/UCMNONHATL B 3dupe unu pasmewaTs B VIHTepHeTe.
Mcnonb3oBaHue "nupaTckoro" nporpamMmMHOro obecnedYeHns MOXET MpUBECTU K
MHOMMM pUCKam: OT MOTepU AaHHbIX K TBOMM akkayHTaMm [0 OrnoKMpOBKM TBOEro
YCTPOWCTBA, raeycraHoBreHa HeneranbHaa nporpamma. He ctout takke 3abbiBaTb,
YTO CYLLEeCTBYIOT nerarnbHble 1 6ecnnaTHble NporpaMmmbl, KOTOPblIE MOXHO HanTU B
ceTu.

O noptane

CeTeBUYOK.p(p - TBOW [MaBHbIN COBETYUK B cCeTWU. 34eCb Tbl MOXelWb Yy3HaTb O
6e3onacHOCTM B CeTU MOHATHbIM W LOCTYMNHbIM SA3bIKOM, @ MpU BO3HWUKHOBEHUM
KPUTUYECKON cuTyaumm obpaTuTbCA 3a COBETOM. A TaKke MNpUHATbL y4vacTne B
KOHKypCax 1 ctaTb camMmbiM LUPPOBLIM rpaxgaHuHoOM!



